Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 22 May 2009 


Message Text 

UNCLASSIFIED 

PAGE 01 STATE 015108 
ORIGIN SS-15 

INFO OCT-01 ISO-OO AF-08 ARA-10 EA-09 EUR-12 NEA-10 A-01 
SY-05 OC-06 CCO-OO MMO-04 INR-07 SIG-02 /090 R 

DRAFTED BY S/CVANCE:GJK 
APPROVED BY S/CVANCE 
S/S - CABORG 
DESIRED DISTRIBUTION 
AF,ARA,EA,EUR, NEA, M. A 

2417 16Z 024319/44 

P 241512Z JAN 77 
FM SECSTATE WASHDC 

TO ALL DIPLOMATIC AND CONSULAR POSTS PRIORITY 

UNCLAS STATE 015108 

INFORM CONSULS 

E.O. 11652:NA 

TAGS: AMGT, APER, OGEN 

SUBJECT: MONITORING OR RECORDING OF CONVERSATIONS 

1 . SECRETARY VANCE HAS ISSUED THE FOLLOWING INSTRUCTIONS: 

"NO OFFICER OR EMPLOYEE OF THE STATE DEPARTMENT OR THE 
FOREIGN SERVICE SHALL DIRECT, ARRANGE FOR, PERMIT, OR 
UNDERTAKE THE MONITORING OR MECHANICAL OR ELECTRONIC 
RECORDING OF ANY CONVERSATION, INCLUDING ANY TELEPHONE 
CONVERSATION, WITHOUT THE EXPRESS CONSENT OF ALL PERSONS 
INVOLVED IN THE CONVERSATION. ANY DEVIATION FROM THIS 
RULE MUST BE APPROVED IN ADVANCE BY ME OR MY DEPUTY." 

VANCE 

UNCLASSIFIED 


NNN 
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Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 -Jan-1 994 12:00:00 am 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Sent Date: 24-Jan-1977 12:00:00 am 
Decaption Date: 01 -Jan-1 960 12:00:00 am 

Decaption Note: 

Disposition Action: n/a 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 

Disposition Date: 01 -Jan-1 960 12:00:00 am 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1977STATE015108 

Document Source: CORE 

Document Unique ID: 00 

Drafter: GJK 

Enclosure: n/a 

Executive Order: N/A 

Errors: N/A 

Expiration: 

Film Number: D770025-0390 
Format: TEL 
From: STATE 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1977/newtext/t1 97701 24/aaaaautq. tel 

Line Count: 46 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 
Message ID: 36162bd2-c288-dd11-92da-001cc4696bcc 
Office: ORIGIN SS 

Original Classification: UNCLASSIFIED 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 1 

Previous Channel Indicators: n/a 
Previous Classification: n/a 
Previous Handling Restrictions: n/a 
Reference: n/a 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 23-Sep-2004 12:00:00 am 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 3520223 
Secure: OPEN 
Status: NATIVE 

Subject: MONITORING OR RECORDING OF CONVERSATIONS 
TAGS: AMGT, APER, OGEN 
To: ALL POSTS 
Type: TE 

vdkvgwkey: odbc://SAS/SAS.dbo.SAS_Docs/36162bd2-c288-dd11-92da-001cc4696bcc 
Review Markings: 

Margaret P. Grafeld 
Declassified/Released 
US Department of State 
EO Systematic Review 
22 May 2009 
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